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Recommendations
to clients of JSC Bank Credit Suisse
(Moscow), Ltd.

on information security and information
protection measures from exposure to
malicious codes that may result in
business operations disruption and

unauthorized financial transactions

To prevent unauthorized financial
transactions with the Clients' assets, JSC
Bank Credit Suisse (Moscow) (hereinafter —
‘Company’) provide to Clients



«KnuenTel»)  HacTosllee YyBEIOMIIEHHE O
BO3MOJKHBIX pHCKax MOJIyYEeHUsI
HECaHKIIMOHUPOBAHHOIO JIOCTyIIa K

3amuiaeMo  MHGoOpManmMM ¢ LEJBIO
OCYIECTBJICHUSI  (DMHAHCOBBIX  OIepalui
JUIaMH, He O00JaJaloluMH IpPaBOM HX

OCYNIECTBJIEHHS, ¥ JOBOJMUT JO CBEICHUS
KnneHToB nepedeHs peKOMEHIyEMBIX MEp I10
BO31€HCTBUS

3amute HHPOpPMAMU  OT

OPOrPaMMHBIX ~ KOJOB, IPUBOASALIMX K
HApYLICHUIO INTATHOTO (YHKIMOHHPOBAHHUS
CpeJICTBa BBIYUCIIUTEILHON TEXHUKH (Jajsee —
«BPEIOHOCHBIM KO »), a Takke O Mepax IO
IPENOTBPAIICHHIO  HECAaHKIIHOHUPOBAHHOTO
JOCTyIIa K 3aluinaeMoil uH(GopMalum, B TOM
yuciae Ipu yrpare (moTepe, XHUIIEHUH)
KireHToM YCTpoO#iCTBa, ¢ HCIOJIB30BaHHEM
KOTOPOI'0 UM COBEPIIAIUCH AEHCTBHS B IEJISIX
OCYINECTBJICHUS] ~ (DPMHAHCOBOH  OIEepalyH,
KOHTPOJIIO KOH(QUTYpalluud yCTpOHCTBa, ¢

Knuentom

HUCIIOJIL30BaAHUEM KOTOpPOTo

IOeHCTBUs B HeJsIX

COBEPIIAIOTCS
OCyUIECTBJIEHHs (PMHAHCOBOM oOmIEepauluu, H
CBOEBPEMEHHOMY 00HapyXKEHUIO

BO3JCHUCTBHUS BPEOOHOCHOI'O KOJa.

1. Bo3amoxkHBIE PHCKH IOJIYy4Y€eHHS
HEeCAHKIMOHHMPOBAHHOTIO A0CTyna K

3amuIaeMon HH(bOpMal_ll/ll/l ¢ HIeJIblo

ocyliecTBJeHHs (PMHAHCOBBLIX OIepanui

(hereinafter — ‘Clients’) this notice of
possible risks of obtaining unauthorized
access to protected information for the
purpose of financial transactions execution
and recommends the Clients on measures for
information protection from malicious codes
impact, which lead to disruption of normal
functioning  of  computer  equipment
(hereinafter - "malicious code"), as well as
measures to prevent unauthorized access to

protected information.

1. Possible risks of unauthorized
access to protected information for the
financial

purpose of unauthorized

transactions execution



JUIAMH, HeE OﬁﬂaﬂaIOIHPIMI/I npaBoM HX

OCyIIE€CTBJICHHUS

B  pe3ynprare = HenpaBOMEPHBIX

JEHCTBUH  TpeThUX  JHUI[  HHpOpMAaIus,

CBA3aHHAas C IIPOBEACHHEM (DHMHAHCOBBIX
olepanuii, mojgy4yaemas, IOJroTaBJIMBaeMasi,
obpabaTsIBaeMast, epereBaeMas U XpaHumast
B aBTOMaTH3UPOBaHHBIX CHUCTEMAax B paMKax
obcnyxxuBanust KimeHta, copepxkaiasicst B
NIEKTPOHHBIX

JOKYMEHTax, KOTOPBIMH

Knuent oOmenuBaercs ¢  Kommanwmeit
(anmexTpoHHBIE cooOIeHUs), HHGOPMALHS,
HeoOxonuMasl NJisi aBTOPH3AlMU KJIMEeHTa H
YIOCTOBEPEHUsI €r0 IMpaB Ha pPacCIOpsDKEHHE
aKTUBaMU (KJIIOYH, JIOTHHBI, IMApOIH U T.II.),
uH(popmanus 00 OCYIIECTBIIEHHBIX

(bI/IHaHCOBI)IX Oonepanusx, a TakKXXE KIIHO4YEBasi

UH(pOpMaIHsI TPUMEHSEMBIX CpEICTB
Kpunrorpaguyeckoii 3amuThl  (Hayee B
COBOKYITHOCTH - «3amyaeMast

uH(popmanus»), MOXET OBITh MOABEPrHYTA

BO3JICHCTBHUIO BPC€AOHOCHBIX KOJ0B,

OPUBOJAINAX K  HAPYUICHHIO  IITATHOTO
(GYHKITHOHHPOBAHHUS CpenCTB

BBEIYMCIIMTEIbHON TEXHUKH.

Taxoxe pesynprare HEMPABOMEPHBIX
NEUCTBUM TPEThUX JIML CYLIECTBYET PHUCK
IIOJIy4eHUs] HECAHKIIMOHUPOBAHHOI'O IOCTYyIa
K 3amuimaeMod uHQOpPMalKUH C  IENbI0
OCYUIECTBIIEHUS ()UHAHCOBBIX OIEpaIdil o

cuetaM KiueHTa nuuamu, He 00agaroliMHI

As a result of illegal actions of third
parties, information related to financial
transactions received, prepared, processed,
transferred and stored in IT systems can be

impacted by malicious code.

Also as a result of illegal actions of
third parties there is a risk of obtaining
unauthorized access to protected information
for the purpose of carrying out financial
transactions on the Client 's accounts by
persons who do not have the right to carry out
them, which may lead to the following

negative consequences:



PaBOM HX OCYIIECTBJICHHS, YTO MOXET
oBJIeYb 3a c000i, B TOM YHCIIE, CIEeIYIOLIHE

HEraTuBHBIC TOCIICACTBH .

- COBEpIUEHHUE 3JI0YMBILIJICHHUKaMHI
IOpUIMYECKH 3HAYUMBIX JEHCTBUH: Ollepalui
C  OOCTYIHBIMH  aKTHBaMH,  BHECEHHE
U3MEHEHUH B PETHCTPAllMOHHBIE JaHHEIE
OTKJIIOYEHHU I

KJII/ICHTa, IIOAKJIIOYEHHUE H

yciayr, HU3MCHCHHE JIMMUTOB HW TI€PEYHII
TOPryEMBIX aKTHBOB, HCIIOJIBE30BAHUE CYETOB
KnuenTa u HaxXoosauXCsl Ha HUX aKTHUBOB AJIA
IIPUKPBITHUS KaKuX-JIH00 JEUCTBUM, HOCSIIHUX

MPOTUBONPABHBIN XapakTep, UHBIX NEHCTBHH,

COBEPIIAEMBIX ITPOTUB BOJIA KHI/ICHTa;

- JIECTPYKTHBHOE BO3JIEHCTBHE Ha
HOCHTEIM HH()OPMALUU M HUX COLEPIKHUMOE,
YTO, B CBOIO O4Yepellb, MOXKET IMPUBECTH K
BOCIPETSITCTBHIBAHHUIO CBOEBPEMEHHOTO
ucnonuenus Kmumentom wunu  Kommanuein
CBOMX 00s3aTeNbCTB IO JOTOBOPY  HIIHU
HEBO3MOKHOCTH HCIIOJIL30BaHUS
npenocrapisieMblx KoMnanuei cepBUCOB s

peanu3zanuy Hamepenuil Kinenra;

- pasmiamieHue  OTHOcsIEeHcs K
Knuenty uHpopManuu KOHHUIEHIHAIEHOTO
XapakTepa: CBeZIeHUH 00 olepanusx, akTUBax,

COCTOSIHHUIO CYETOB, OKa3bIBaA€MLIX YCIIyrax,

MEPCOHATBHBIX JIAHHBIX, WHOH 3HA4YMMOM
HH(pOPMALIHH.

Komnanus HACTOSITEJILHO
PEKOMEHIyET Knuenram cobnronaTh

- unauthorized transactions
execution with assets, making changes to
registration data of the Client, change of
limits and list of traded assets, use of accounts
of the Client and assets on them to cover any

illegal actions;

- Disclosure of confidential
information related to the Client: information
on transactions, assets, status of accounts,
services provided, personal data, other

relevant information.

The Company strongly recommends

that Clients comply with the following



HHUXKXCTICPEUHUCIICHHBIC PEKOMEHAAIU N u

IIPUHUMATh MEPDBI, U3JIOKCHHBLIC B HUX.

2. PexomMeHmanum 1mo 3amure

uHpopManuH oT Bo3JeiicTBUS
BPEIOHOCHOI0 NPOrPAMMHOI0 KO0Ja M €ro

CBOEBPEMEHHOMY 00HADY:KEHHUIO

2.1. BpenoHocHBIH nporpaMma — 3T0O
IIporpaMMma, HaHOCSIIash Bped KOMIIBIOTEPY
WIM WHOMY YCTPOMCTBY, Ha KOTOPOM OHa
BpenoHocHsbie

3aITyCKacTCs. IIporpaMmal

CaMOCTOSITENIbHO, ©0e3 Begoma

CITOCOOHEI
BlIaZieNIblla YCTPOWCTBA, CO37aBaThb CBOH
KOIIUK W PacHpOCTPaHATh WX PA3TAYHBIMU
crocobamu, 4YTO MOXET MPUBECTH K MOJHOMY
WIM YaCTUYHOMY pa3pylIeHUI0 HH(OPMALIUH,
TaKxKe

XpaHSIIEeNcsT Ha yCTPOWCTBE, a

XHUIICHUIO MEPCOHAJIBHBIX TaHHBIX Knuenra.

2.2. Ha cepBepax, NepCOHAIBHBIX
KOMIIBIOTEpaxX U MHBIX ycTpoiicTBax KiueHra,
HCIIOJIB3YEMBIX JUIS IPOBEACHHUS (PMHAHCOBBIX
IOJDKHO ~ OBITH

onepaunﬁ, YCTaHOBJICHO

CHEIHATH3UPOBAHHOE MIPOrpaMMHOE
obecrieueHue JUIs IOUCKa BPEIOHOCHOT'O KOZa.
Pexomenmyercss ycTaHOBUTh MaKCHMAaJIbHBIN
Oe3omacHocTd  (HE

YPOBEHb  IOJIUTHUKHI

TpeOyIolMii OTBETOB MOJIB30BATENSl IPU
oOHapy>XeHHH BpEIOHOCHOTO KoJa) U He
MPEeIOoCTaBIATh IIpaBa IMOJIb30BaTENsIM Ha

HU3MEHEHHUE JOTOIr0 YpPOBHA 06€301aCHOCTH.

recommendations and take the measures set

forth therein.

P2 Recommendations for
protecting information from malicious

code exposure and it’s timely detection

2.1. Malware is a program that
harms the computer or other device on which
it runs. Malware can independently, without
the knowledge of the device owner, create
copies and distribute them in various ways,
which can lead to complete or partial
destruction of information stored on the
device, as well as theft of personal data of the

Client.

2.2. On servers, personal computers
and other devices that Client uses for financial
transactions execution anti-virus/malware
protection software should be installed and

updated.



AntuBupycroe 10 nomxHO OOHOBIATHCS Ha

pPETYJISPHON OCHOBE.

2.3. He pexe omHoro pasa B I€Hb B

aABTOMAaTHYECCKOM pPEXUME JOJIDKHa

IPOU3BOUTECS MOJIHAs IIpOBEpKa
IePCOHATIFHOIO KOMITBIOTEPa JHOO Apyroro
YCTPOMCTBa, C HCIOJIB30BAaHUEM KOTOPOTO
Knuentom coBeprianuch AEHCTBUS B LENSX
OCyLIECTBJICHUST (UHAHCOBOH oOIlepallid Ha
IpeIMeT HaJIW4us BHPYCOB M BPEIOHOCHOIO
KoJa.

IIPOTPaMMHOI0 Pexomennyercs

NoJBEprarb ~ aHTHUBUPYCHOMY  KOHTPOJIIO

mo0yro  uHpoOpManuio, MOMydyaeMylo U

nepeaaBacMyro 10 cpeacrsam
TCICKOMMYHUKalJTUOHHBIM KaHaJIaM, a TaKKeE
HHQ)OpMaHI/IIO Ha CBEMHBIX  HOCHTECIIAX,
CKaHUPOBAHHUE JOJDKHO IMIPOU3BOIAUTLCA B

AaBTOMaTH4Y€CKOM PEKNME.

2.4. Pexomenmyercs HE

HCIIOJIB30BaTh  KOMIIBIOTED, C KOTOpOro

Kinent OCYIIECTBIISIET oTeparuu C
JICHE)XHBIMH CPEICTBAMHU M MHBIMH aKTUBaMH,
Ui oOLIeHusT B

COLIMAJIBHBIX CCTAX,

MOCEIIEHUs]  pa3BJIEKAaTENbHBIX CalWTOB U
CaliTOB COMHUTEIBHOIO COJEPIKAHHMS, TaK KaK
UMEHHO dYepe3 3TH pecypchl ceTu MHTepHeT
Yale BCEro paclpOCTPaHsSIOT BPENOHOCHBIE

IIPOrPaMMEL.

3. Pexomengpanuu II0 3amiuTe
uHPOpMAH 0T HeCAHKIHMOHHUPOBAHHOIO

J0CTyna ImyTeM HCIOJIbB30BaAHHUA JIOKHbIX

2.3. It’s recommended to perform
anti-virus/malware  scanning daily on
computers that are used for financial

transactions.

2.4. Computer that Client uses for
financial transactions execution are not to be
used to communicate on social networks, visit
entertainment sites and sites of doubtful
content, as such resources are often used for

malware distribution.

3. Recommendations to protect
information from unauthorized access by

using false (falsified) Internet resources



(panbcndpuuMpPOBAHHBIX) PpPeCYypPCcoOB CeTH

HNuTepHer

3.1. Pexomennyercs HE BBOJMTH
KOHQHUACHIHAIBHYIO  HH(OpPMAIHIO Ha
HOJIENFHBIX WM Hebe3onacHbIX web—caiiTax,
KOTOpBIE 3a4acTyIO SIBJISIFOTCSI IIOYTH TOYHOMH
Konuei web—calTOB M3BECTHBIX KOMIIAHUH,

KOTOPBIM paHEe Knunent JOBEPsIIL.

3.2. PexomeHayeTcs He OTBEeYaTh Ha

MNOAO3PUTECIIBHBIE JJICKTPOHHBIE TIIMCbMa C

npock0Oi  BBICIATH Maposib W OpyTHe
KOH(pHIEHIIHAbHbIE JaHHBIE.

B3 Pexomennyercs nepen
IIPOCMOTPOM 3JIEKTPOHHOTO nuchMa

IPOBEPSATH aIpec OTIpaBUTENA, TaK Kak
CTPOKa «OTIPABUTENIb» MOXET COAEpKATh
KOTOpPBII

azpec  3JEKTPOHHOH

MOYTHI,
SBJSIETCSL TIOYTH TOYHOH KomHMeH axapeca

HACTOSIIEH KOMIIAaHUH.

3.4. Pexomennmyercs  obpamarb
BHHUMaHHE Ha 00e3NnyeHHble oOpalleHus B
3JIEKTPOHHOM ITHUCHEME B TIOMHHTb, YTO MHOTHE
MOIIICHHHYECKHE ITUChMa COIepkKAT MPHU3HIBBI
K Oe30TiaraTelbHBIM JeHCTBHAM (HarpuMmep,
YTO CUYETy YrpOXaeT OIacHOCTb, €CIHU

HEMCEJICHHO HE OOHOBHUTH BaXXHYIO

uH(pOpMAaIHIO), IBITAsICh 3aCTaBUTH

JIEACTBOBATH OBICTPO U HEOOYMAHHO.

3.5 PexkomeHnnyercs BHHUMATEIBHO

AHAJIM3UPOBATh CCBUIKH, TaK KaK OHH MOI'YT

3.1. It is recommended not to enter
confidential information on websites, which
are often almost an exact copy of websites of
well-known companies that the Client

previously trusted.

3.2. We recommend that you do not
respond to suspicious emails asking you to
send your password and other sensitive

information.

3.3. It is recommended that you
check the sender's address before viewing the
e-mail, because the line "sender" may contain
an e-mail address that is almost an exact copy

of the address of this company.

3.4. It is recommended that you pay
attention to email content and remember that
many fraudulent emails call for urgent action
(for example, that an account is in danger if
important information is not immediately
updated) in an attempt to force action quickly

and ill-advised.

3.5 It is recommended to carefully
analyze the links, as they may be an exact

copy of the original ones, but be redirected to



OBITh TOYHOM KONIHEH IOMIJIMHHBIX, OIHAKO
[IEpEeHANpaBiITh Ha MOIICHHUYECKUH web-
CaiiT, HUKOIJa HE YyCTaHaBJIMBaTh H HeE
COXpaHATh 0€3 IMpenBapUTENbHON MPOBEPKH
AHTHUBUPYCHOU MPOrpaMMBbl (haitibl,
MOJIYYEHHBIE W3 HEHAJIe)KHBIX HCTOYHHKOB,
CKayeHHBIE C HEU3BECTHBIX web-caiiToB,
IIPUCIIAHHBIE TI0 3JIGKTPOHHOM TOYTE W

TIOJIY4YCHHBIC us3 HHBIX HCTOYHHKOB.

[lomospurensHble (ainbl  JOMDKHBI  OBITH

HEMEJIEHHO YaJICHBI.

4. Pexomennanuu 1o
peIoTBPAEHUIO TOJIyYeHH s
HECAHKIIHOHUPOBAHHOIO A0CTynA

TPETbHMH JIMLIAMH

4.1. PexomeHpayeTcsl peryJyspHo He
pexe 1 paza B 90 nHeld mpou3BOIUTH CMEHY
naposuei ans paboTel CO CBOMMM YYETHBIMHU
JIaHHBIMH, UCIIOJIb30BaTh pa3nuyHbIe
YHHUKaJIbHBIE HApONM JUIsl pa3jHuHBIX Wweb-
CaliTOB M CHCTEM, HCIOJb30BaTh IapoOJu

JOCTaTOYHOM CIIOKHOCTH.

42. B cinyuae obOHapyxeHUs

KOMIIDOMETALlUU  TAapojsl, pPEKOMEHAYETCS
HEe3aMeJTUTEeNIbHO CMEHUTH MapoJib Ha HOBBIH,
nubo oOpatutbes ¢ coTpyaHuky KommaHuu
JUIS TIOJNIy4E€HUs MHCTPYKIMH TI0 CMEHe

apoJsl.

a fraudulent website; never install or save
files obtained from untrusted sources,
downloaded from unknown websites, sent by
e-mail and received from other sources
without first checking the antivirus program.

Suspicious files must be deleted immediately.

4. Recommendations to prevent

unauthorized access by third parties

4.1. Passwords should be regularly
changed at least every 90 days and unique
passwords with sufficient complexity should

be used.

42. In case a password is

compromised it must be changed
immediately, or the Client should contact the
Company’s representative for instructions on

how to change a password.



4.3 PexomeHnmyeTrcsi  HCKIIOYHTH

BO3MOXHOCTb (1)H3PI‘{€CKOFO

JIoCTyna K
KOMIBIOTEPY HJIH WMHOMY YCTPOWCTBY, C

xotoporo KimeHT coBepiiaer neHCTBUS B

LEJSX OCYIIIECTBIICHHS (uHaHCOBBIX
onepanuii, TOCTOPOHHUX JIHII.
4.4. B ciyyae MOJTy4eHUS

yBeIOMJICHHE JIMOO OOHapy>XeHHUsI IpPyruM
o0pa3oM B cHCTeMe Omepanuid, KOTOPBIX

Knuent HE HEOOXO0IUMO

coBeplIal,
HEe3aMEeJUIUTENbHO O0paTUThCS K COTPYAHUKY

Komnanuu.

4.5. Ilpu ytpate (1oTepe, XUIICHUH)
KnuenTom ycTpoHcTBa, € HCIOJb30BaHHEM
KOTOPOTO UM COBEPIIATUCEH NEHCTBHUS B LENSIX
OCyLIECTBJIEHUsI  (DMHAHCOBBIX  OIEpaIui,
HEOOXOIUMO HEMEUICHHO OOpaTUThCs K
CMEHEBI

corpynHuky — Kommanmm — mns

I/II[CHTI/Iq)I/IKaL[I/IOHHBIX KJIME€HTa

JTAHHBIX
(x11r04H, JIOTUHBI, TAPOJIK U T.I1) U OJIOKUPOBKHU
JocTyna B CHCTEMY C HCIOJIb30BaHHEM

CTapbIX I/IIIGHTI’I(l)I/IKaHPIOHHBIX JaHHBIX.

4.3 It is recommended to restrict
physical access to a computer or other device,
which the Client uses for the purpose of

financial transactions execution.

4.4. In case the Client receives a
system notice or otherwise detects in the
system transactions which were not
performed by the Client, it is necessary to
contact

Company’s representative

immediately.

4.5. In case of loss (incl. theft) of the
computer equipment which is used by Client
to perform actions for execution of financial
transactions it is necessary to contact
Company’s representative immediately to
change identification data of the Client (keys,
logins, passwords, etc.) and to block the
access to the system with use of old

identification data.



