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Pre-condition for Verification 1

The electronic signature can be verified only with Acrobat Reader 8.0 and higher.

In addition, you require a public key.

Download the Public Key from our internet site www.credit-suisse.com/edocuments
under the section download Public Key.

Install the Certificate as follow: 2

Start Adobe Reader
Click under menu “Edit” — “Protection” = “Manage Trusted Identities”
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Under “Display” menu item, switch from “Contacts” to “Certificates” and click on 3
“Add Contacts”
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Display: l Contacts d

Contacts
Name Add Contacts.

Request Contact...

New Group...
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Click on “Browse...” 4

This dialog will allow you to select contacts to import into your trusted identities. You can also set the
trust for any certificates associated with the contacts being imported.

Contacts

MName Ernail

Certificates

This list displays the certificates associated with the currently selected contact.

Subject Issuer Expires

i) [

Click on the Certificate “quovadis_qgvchadg1_der.cer” and after that on “Open” 5
L1 Locate Certificate File =
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Filename:  quovadis_qvchadgl_der.cer - [Fil Containing Certificates ("4 v]

[ Open |v|[ Cancel J
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Click on “ QuoVadis ...”, under “Contacts”. 6
Under “Certificates”, you can now see “QuoVadis” = click on it = click on “Trust...”

This dialeg will allow you to select contacts to import into your trusted identities. You can also set the
trust for any certificates associated with the contacts being imported.

Contacts

Mame Ernail Remove

QuoVadis Swiss Advanced CA
WS

Search ...

o
=

Certificates

This list displays the certificates associated with the currently selected contact.

'

Subject Issuer Expires Details ...

QuoVadis Swiss Advan... QuoVadis Root Certifi... 05.04.202017:44:13

Trust ...

[ Import ] [ Cancel

Mark the checkboxes “Use this certificate as a trusted root” and “Certified 7
documents” and click on “OK”

Import Contact Settings T— 2]

Certificate Details
Subject: QuoVadis Swiss Advanced CA
Issuer:  QuoVadis Root Certification Authority

Usage: Sign certificate (CA), Sign CRL

Expiration: 05.04.2020 17:44:13

Trust

A certificate used to sign a document must either be designated as a trust anchor or
chain up te a trust anchor in order for signature validation to succeed. Revocation
checking is not performed on or above a trust anchor.

Use this certificate as a trusted root
If signature validation succeeds, trust this certificate for:
Signed documents or data
Certified documents
| Dynaric content
[l Embedded high privilege JavaScript

Privileged system operations (networking, printing, file
0o ged sy P g, p! g
access, etc,)

Certificate Details...
o] [ s
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You will be guided to the page before and here you click on “Import” 8

This dialog will allow you to select contacts to import inte your trusted identities, You can also set the
trust for any certificates associated with the contacts being imported.

Contacts

Name Email Remove

QuoVadis Swiss Advanced CA

Search ...

Certificates

This list displays the certificates associated with the currently selected contact.

Subject Issuer Expires Details ...
QuoVadis Swiss Advan... QuoVadis Root Certifi.. 05.04.202017:44:13
Trust ...
o] [_Gana
“Import Complete” windows is opening, click on “OK” 9

Import Complete

Irnport details:

1 issuer certificate(s) imported.

OK
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The certificate has been imported = click on “Close” 10

Manage Trusted Identi

Display: ’ Certificates

]

MName Issuer Expires [ Add Contacts.. ]
Quo‘u’adis Swiss ... QuoVadis Root Cer...  2020.04.0517:44:13 7
[ Adobe Root CA Adobe Root CA 2023.01.09 00:07:23 7 [ Request Contact... ]
Edit Trust...
Export...
Delete
MNew Group...
Show Certificate...
Help [ Close

Verifiying the Signature

Open an e-documents —> click on the digital signature in Adobe Reader — the signature

has been verified, as indicated by a green check mark.

E open_secure_document.pdf (SECURED) - Adobe Reader

File Edit Wiew SWindow Help
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Signatures

=

= @ Rev. 1: Signed by Credit Suisse AG

Signature is valid:

Document has not been medified since this signature was applied

RIS [ 0B

Signer's identity is valid

Signing time is frem the clock on the signer's computer.
Signature Details
Last Checked: 2016.11.02 15:21:41 +01'00"
Field: Signaturel (invisible signature)

Click to view this version
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