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Recommendations
to clients of Credit Suisse Securities
(Moscow), Ltd.
on information security and information
protection measures from exposure to
malicious codes that may result in
business operations disruption and

unauthorized financial transactions

To prevent unauthorized financial
transactions with the Clients' assets, Credit
Suisse Securities (Moscow), Ltd (hereinafter

— ‘Company’) provide to Clients



«KinueHTo1») HacTosI1Iee

(mamee  —

YBEAOMIICHHE (0] BO3MOXHBIX pUcCKax

IMOJIYYCHHSI HECAaHKIHMOHHUPOBAHHOI'O AOCTYyIIa

K 3aliuuiaeMod  HHQpOpPMAaUH C  IEJbIo
OCYIIECTBJIIEHUs  (DMHAHCOBBIX  OIepalnui
IUIaMu, He oOnajalouMMM  IPaBOM  HX

OCYIIIECTBJICHUS, W JOBOJIUT N0 CBEICHUS
KineHToB nepedeHb peKOMEHIYEMBIX MEp I10
BO3/1€HCTBHUA

3amTe  HMHGOpMAlMH  OT

IPOTPaMMHBIX ~ KOJOB, IPHUBOJALIMX K
HapylIeHUIO IITATHOro ()YHKIIMOHUPOBAHHUS
CpeICTBa BBIYMCIUTENBHON TEXHUKHU (Hajee —
«BPEIOHOCHBIA KOZ»), a Takke O Mepax II0
IPENOTBPALEHHIO  HECAaHKIIMOHHUPOBAaHHOTO
JOCTyIa K 3amumaeMoi HH(GopMaIuy, B TOM
qyucjie TMpud yTpare (HOTepe, XHILEHUH)
Kiuentom ycTpolicTBa, € HCIOJIb30BaHHEM
KOTOpPOTO UM COBEPIIANIUCEH AEHCTBUS B LIEIIAX
OCYILECTBJIEHUS! ~ (DMHAHCOBOH  OIepaluH,
KOHTPOJIIO KOH(UIypaly YCTpOHCTBa, C
Knuentom

HCIIOJIB30BaHHUEM KOTOpOTIo

NEeHACTBUS B eJIsIx

COBEPIIAIOTCS
ocymiecTBleHUs (HUHAHCOBOM oOmepanuu, H
CBOEBPEMEHHOMY 00HapyXEHHIO

BO3JECHCTBUS BPEIOHOCHOI'O KOa.

1. Bo3amoxkHbIe PHCKH I0JIy4YEeHHS
HEeCAHKIHOHHPOBAHHOTIO AOCTyNa K

3ammmaemMoii  uHpopManMH ¢ LEIbIO

OCYIIeCTBJIEHHsSI (PHHAHCOBBLIX OIepanuil

(hereinafter — ‘Clients’) this notice of
possible risks of obtaining unauthorized
access to protected information for the
purpose of financial transactions execution
and recommends the Clients on measures for
information protection from malicious codes
impact, which lead to disruption of normal
functioning of computer  equipment
(hereinafter - "malicious code"), as well as
measures to prevent unauthorized access to

protected information.

1. Possible risks of unauthorized
access to protected information for the
financial

purpose of unauthorized

transactions execution



JHOAMH, HE 00J1aJa0HMH npaBoM HX

OCyILIEeCTBJICHHS
B  pesynpraTe = HENPaBOMEPHBIX
JeHcTBUM  TpeThbuX — JHMI  HHGpOpManus,

CBs3aHHas C MpoBeJeHHEM (HHAHCOBBIX
omnepanyii, mojaydaemas, MNOATrOTaBIMBaEMasi,
obpabaTpIBaeMasi, IiepefeBaeMas U XpaHumast
B aBTOMATH3WPOBAaHHBIX CHCTEMaxX B paMKax
obcnyxuBanus KnwmenTa, copepxaimascs B
AJIEKTPOHHBIX

JOKYMEHTAX, KOTOPbBIMHU

Kinuent obmenumBaercs ¢ Kommanuein
(onexkTpoHHBIE COOOIIEHHS), HHQOpMAaLK,
HeoOxonuMas Ui aBTOPH3alMU KIIMEHTa H
YIOCTOBEPEHHUSI €ro IpaB Ha pPacloOpsKEHHUE
akTUBaMH (KJIIOYH, JIOTHHBI, MApoJId U T.IL),
nH(popManus 00 OCYIIECTBIIEHHBIX

q)I/IHaHCOBI)IX OoIepauMsix, a TaKXKe KJIo4CBas

uHpopmanus TPUMEHSIEMBIX CPEICTB
KpunTorpaguueckod  3amuThl  (Hajiee B
COBOKYIIHOCTH - «3anmaemas

uHpopManus»), MOXKET OBITh IOJABEPrHYTa

BO3JE€HCTBUIO BPE€AOHOCHBIX KOO0B,

OPUBOAINKAX K  HApyLIEHHIO  IITaTHOTO
(YHKIIMOHUPOBAHUS CpENCTB

BBEIYHCIIMTEIbHOM TEXHUKH.

Taxoxke pe3yibTaTe HENPaBOMEPHBIX
JIEACTBUH TPETBUX JIMI[ CYIIECTBYET PHUCK
MOJIyYeHHUs] HECAaHKIIMOHUPOBAHHOTO JIOCTYIIa
K 3amuiaeMoil uH(opManuu € ILEIbI0
OCYIIeCTBIICHMsI ()MHAHCOBBIX OIEpalui 0

cyetam KimenTa nuuamMu, He 00JaqarolluMU

As a result of illegal actions of third
parties, information related to financial
transactions received, prepared, processed,
transferred and stored in IT systems can be

impacted by malicious code.

Also as a result of illegal actions of
third parties there is a risk of obtaining
unauthorized access to protected information
for the purpose of carrying out financial
transactions on the Client 's accounts by

persons who do not have the right to carry out



IPaBOM HX OCYLIECTBJIEHHUS, YTO MOXET
[IOBJIEYD 3a COOOM, B TOM YHCJIE, CIENYIOIINE

HEeraTuBHBIC IIOCJIICACTBUA:

- COBEpLIEHHUE 3JI0YMBIIIJIEHHUKAMH
IOPUINYECKH 3HAYUMBIX JEHCTBUI: onepanui
C  OOCTyIHBIMH  aKTHBaMHM,  BHECEHHEC
U3MEHEHUH B PETUCTPALIMOHHBLIE JaHHBIC

OTKJIIOUEHHUH

Knmnenra, mnomkmroyeHue U

yCIIyI, HW3MEHEHHE JIUMMUTOB M IEPEUHS
TOPryeMbIX aKTHBOB, HCIIOJIb30BaHHME CYCTOB
KnuenTa u HaxoAsSIMMXCsl Ha HUX aKTHBOB JIJIS
MPUKPBITUSL KaKUX-THO00 NEHCTBHH, HOCIIIUX

IIPOTHBOIIPABHBIN XapakTep, HHBIX JAEHCTBUM,

COBEpIIAEMBIX ITPOTUB BOJIH KHI/IeHTa;

- JIeCTPYKTHBHOE BO3JEHCTBHE Ha
HocHUTeNd WHGPOpPMAIMM U HUX COHEPKHMOE,
YTO, B CBOIO OYepelb, MOXET IPUBECTH K
BOCIIPEISTCTBHIBAHUIO CBOEBPEMEHHOTO
ucnionenuss Kimentom win  Komnanuei
CBOMX 0043aTeNLCTB IO JOTOBOPY MM
HEBO3MOXKHOCTH HCIIOJIH30BAHMS
npenocTapysieMblx Komnanuen cepBUCOB IS

peanu3anyu HamepeHui Kinenra;

- pasriameHHe OTHOCAUIEHCS K
Knuenty wHOpManuy KOH(QHIECHIHAILHOIO
XapakTepa: CBeJIeHUH 00 onepanusx, akTuBax,

COCTOSIHHUIO CYETOB, OKa3bIBAEMBIX YCJIyrax,

[IEPCOHAJIBHBIX JaHHBIX, MHOH 3HAYUMOM
uH(pOpMaLIUK.

KomMmnanus HACTOSATEIBHO
PEKOMEHTyEeT Knuenram co0moaaTh

them, which may lead to the following

negative consequences:

- unauthorized transactions
execution with assets, making changes to
registration data of the Client, change of
limits and list of traded assets, use of accounts
of the Client and assets on them to cover any

illegal actions;

- Disclosure of confidential
information related to the Client: information
on transactions, assets, status of accounts,
services provided, personal data, other

relevant information.

The Company strongly recommends

that Clients comply with the following



HHKCIICPECUHUCIICEHHBIC PEKOMEHJAINH u

IpUHHUMATL MEPBI, U3JI0OJKCHHBIC B HUX.

2. Pexomengamuu 10 3amuTe

nHdopmanuu oT BO3/1eicTBHSA
BPEIOHOCHOT0 MPOrpaMMHOI0 KOJAa H €ero

CBOEBPEMEHHOMY 00HADYKEHHUIO

2.1. BpenoHOCHBIH porpaMmMa — 3TO
nporpamMma, HaHOCAIIAas Bpel KOMIIBIOTEPY
UId HWHOMY YCTPOWMCTBY, Ha KOTOPOM OHa

Bpenonocusie

3aIyCcKaeTcsl. MIPOrpamMMBI

CIIOCOOHBI  CaMOCTOATENIBHO, 0e3 Bemoma

BlaJeiblla yCTPOMCTBa, CO3JaBaTh CBOH
KOIIMK W PACHpPOCTPaHATh HX Ppa3IMYHBIMHU
CrI0co0aMu, 4TO MOXKET IIPUBECTHU K IOTHOMY
WM YaCTHYHOMY Pa3pylIeHHIO HH(OpMAaIKH,
TaKxe

XpaHsIleiics Ha yCTpOHCTBE, a

XHUIIECHHUIO NEPCOHAIBHBIX JaHHBIX Knuenra.

2.2. Ha cepBepax, NIepCOHAILHBIX
KOMITBIOTEPAX U MHBIX ycTpoicTBax Kienra,
HCIIOJIB3YEMBIX AJIs IPOBEAEHHs (PMHAHCOBBIX

JOJDKHO  OBITh ~ YCTAHOBIJIEHO

oInepanui,
CHEUAIA3HPOBaHHOE IIPOrpaMMHOE
obecrieueHue AJis IOMCKa BPEJOHOCHOI0 KoJa.
PexoMeniyeTcsl YCTaHOBUTh MaKCHMalbHBIN

[OJUTHKM  Oe3omacHOCTH  (He

YPOBEHb
TpeOyIOMmUi OTBETOB IOJb30BaTENs IIPH
OOHapy)XeHHH BpEIOHOCHOTO KO#a) U He
IPENOCTaBIAT, IIpaBa IOJb30BATENSAM Ha

U3MEHEHHE 5TOr0 YpPOBHS OE30IaCHOCTH.

recommendations and take the measures set

forth therein.

2 Recommendations for
protecting information from malicious

code exposure and it’s timely detection

2.1. Malware is a program that
harms the computer or other device on which
it runs. Malware can independently, without
the knowledge of the device owner, create
copies and distribute them in various ways,
which can lead to complete or partial
destruction of information stored on the
device, as well as theft of personal data of the

Client.

2.2. On servers, personal computers
and other devices that Client uses for
financial transactions execution  anti-
virus/malware protection software should be

installed and updated.



AnTtuBupycHoe I1O nomxHO 0OHOBIATBECS Ha

PETYISIPHOM OCHOBE.

2.3. He pexxe ogHOTO pa3a B JICHb B
aBTOMATHYECKOM pexume JIOJDKHA
IIPOU3BOIUTHCS HOJIHAas IpoBepKa
[IEPCOHAIIBHOIO0 KOMIIbIOTEpa JHO0 Ipyroro
YCTPOMCTBa, € HCIIOJIIB30BAaHHEM KOTOPOIO
KnuentoMm coBeplmianuch NEUCTBUS B MEISIX
OCYIECTBJIEHUS] ()UHAHCOBOHM Omepanuu Ha
IIpeIMET HaJIM4yus BHPYCOB U BPEIOHOCHOIO
IPOrpPaMMHOTO Koza. Pexomenpayercs
noJBeprarb ~ aHTHBHUPYCHOMY  KOHTPOJIIO
mobyio  uHpOpMAaLMIO, TOJNyYaeMyl |
nepenaBaeMyro o CpelcTBaM
TEJEKOMMYHUKAIIMOHHBIM KaHajaM, a Taioke
UH(QOPMALMI0O HAa CBEMHBIX HOCHTEJSIX,
CKaHHPOBAHHUE [JIOJDKHO TIPOM3BOIMUTHCS B

ABTOMAaTH4Y€CKOM PEKUME.

2.4. Pexomenmyercs HE
UCIIOJIB30BaTh  KOMIIBIOTEpP, €  KOTOPOIO
Knuent  ocymectBiser — omepanuud  C
JIEHE)KHBIMHU CPEJICTBAMU U UHBIMH aKTHBaMH,
UIsl  OOLIEHUST B  COLHAIBHBIX  CETSX,
IIOCELIEHUSI  pa3BlieKaTelIbHBIX CAHUTOB H
CalTOB COMHUTENBHOIO COJIEpXKaHUs, TaK Kak
UMEHHO uepe3 5TH pecypchl ceTu MHTepHET
yaiie BCEro paclpOCTPaHSIOT BPEIOHOCHBIE

IPOrPaMMBI.

3. Pexomenpanuu 1o 3aiyre
HHpOpMAMH OT HECAHKIHOHUPOBAHHOIO

A0CTyHIa IIYyTEM HCIOJIb30BAHHSI JIOKHBIX

2.3. It’s recommended to perform
anti-virus/malware  scanning daily on
computers that are used for financial

transactions.

2.4. Computer that Client uses for
financial transactions execution are not to be
used to communicate on social networks, visit
entertainment sites and sites of doubtful
content, as such resources are often used for

malware distribution.

3. Recommendations to protect
information from unauthorized access by

using false (falsified) Internet resources



(banbcuuMPOBAHHBIX) PECypCcoB CeTH

HNurepHer

3.1. PexomeHnyercs He BBOJMTH
KOH(PHACHIIUATIBHYIO uH(popmanuio Ha
MOJI/IeJIbHBIX UJIA HEOEe30MacHbIX web—caiiTax,
KOTOPBIE 3a4acTyIO SIBJISIFOTCS IOYTH TOYHOM
KoImell web—caliTOB H3BECTHBIX KOMIIAHHIMA,

KoTopbsIM panee KineHT nosepsi.

3.2. PexomeHnyeTcs HE OTBeYaTh Ha

IIOJO3PUTECIIBHBIE JJICEKTPOHHBIE IIHCbMa C

npock00Oi  BBICHATH Maposib M JIpyrHe
KOH(UICHIIHATbHBIE JaHHBIE.

3.3. Pexomenpnyercs nepen
IPOCMOTPOM 3JIEKTPOHHOTO nMcbeMa

MPOBEPSITH aApec OTIpPaBUTENs, TaK Kak
CTpPOKa «OTIPABUTENIb» MOXET COIEpPKaTh
ajgpec  JJIEKTPOHHOM  IOYTBI,  KOTODPBIA
SIBJISETCS IIOYTH TOYHOM KOMHEH ajpeca

HaCTOSIIEH KOMIIaHHH.

3.4. Pexomenayercs  oOpaiuarb
BHMMaHHE Ha 00e3JHYeHHBbIE OOpalleHHs B
SJICKTPOHHOM IHUCHME B IIOMHUTD, YTO MHOTHE
MOIIIEHHHYECKHE TTHChMa COAECPKAT IPU3BIBLI
K Oe3oTiararejabHbIM JeHCTBHAM (HaIpUMeED,
YTO CYETy YyIpoXaeT OIaCHOCTb, €CIH

HEMEAJICHHO HEC 0OHOBHTH Ba)>XHYIO

UH(}OpPMALIHIO), IBITAsICh 3aCTaBUTh

JIeWCTBOBATh OBICTPO M HEOOLYMaHHO.

3.5 PexomeHIyeTCs BHUMATEJIBHO

aHaJIN3UPOBATH CCHUIKHU, TaK KaK OHH MOI'YyT

3.1. It is recommended not to enter
confidential information on websites, which
are often almost an exact copy of websites of
well-known companies that the Client

previously trusted.

3.2. We recommend that you do not
respond to suspicious emails asking you to
send your password and other sensitive

information.

3.3. It is recommended that you
check the sender's address before viewing the
e-mail, because the line "sender" may contain
an e-mail address that is almost an exact copy

of the address of this company.

3.4. Tt is recommended that you pay
attention to email content and remember that
many fraudulent emails call for urgent action
(for example, that an account is in danger if
important information is not immediately
updated) in an attempt to force action quickly

and ill-advised.

3.5 It is recommended to carefully
analyze the links, as they may be an exact

copy of the original ones, but be redirected to



OBITH TOYHOH KOIHEH HOJIMHHBIX, OJHAKO
IepeHanpaBisTh Ha MOILICHHHYECKHH web-
caiiT, HHKOrJa HE YyCTaHaBIMBaTb MU HE
COXpaHiATh 0e3 IMpenBapUTENbHON MPOBEPKU
AHTUBUPYCHOM IIpOrpamMMBbl (aiinel,
MOJIy4EHHbIE W3 HEHANEXHBIX HCTOYHHKOB,
CKayeHHbIE C HEWU3BECTHBIX web-caiToB,
NpHUCIaHHBIE 10 JJEKTPOHHOM IOYTEe U

IMOJIYYCHHBIC us3 HHBIX HCTOYHHUKOB.

[Togo3putenbHbie  (ainbl  TOMKHBL  OBITH

HEMECJICHHO YOAJICHBI.

4. PexomMmenpanuu 1o
NpPeIoTBPAICHHIO MOJIyYeHHUS
HECAHKIHOHUPOBAHHOIO J0CTyIa

TPETHUMH JHUAMH

4.1. PexomeHayeTcs peEryJisipHO He
pexxe 1 paza B 90 nHeH NpOU3BOAMTL CMEHY
napoJieii st paboThl CO CBOUMH YYETHBIMU
JIaHHBIMH, HCII0JIb30BAaTh pa3IMyHbIe
YVHUKAJIbHBIE MApOJH JUIA pa3H4YHbIX Wweb-
CaliToB M CHUCTEM, HCIOJIb30BaTh IIapOIH

MOCTAaTOYHOU CIJIOKHOCTH.

42. B cinyuae obOHapyKeHUs

KOMITPOMETAI[MH  T1apoJis, PEKOMEHIYETCs
He3aMeITUTeIbHO CMEHUTh 1apOJIb Ha HOBBIH,
m1b0 obpaTuThCsl ¢ coTpyIHHKY Kommanuu
JUISL TIOJNIyY4eHUs] HHCTPYKLMH II0 CMEHE

napoJIs.

a fraudulent website; never install or save

files obtained from untrusted

sources,
downloaded from unknown websites, sent by
e-mail and received from other sources
without first checking the antivirus program.

Suspicious files must be deleted immediately.

4. Recommendations to prevent

unauthorized access by third parties

4.1. Passwords should be regularly
changed at least every 90 days and unique
passwords with sufficient complexity should

be used.

42. In case a password is

compromised it must be changed
immediately, or the Client should contact the
Company’s representative for instructions on

how to change a password.



4.3 Pexomenmyercs  HCKIIOYUTH

BO3MOXXHOCTh  (DPM3HUYECKOTO  JOCTyNa K
KOMITBIOTEPY WJIH HMHOMY YCTPOMCTBY, C

KOTOpOTO Kinuent COBEpHIACT JEHCTBUS B

LeJsIX OCYIIECTBIICHUS (hUHAHCOBBIX
omnepanuii, TOCTOPOHHUX JIUII.
4.4. B ciaydae MOJIyYEHHUS

yBeAoMJIeHHEe JHO0 OOHapy>XeHUs ApYyTuM
o0pa3oM B CHCTeME€ olepanuii, KOTOPBIX

Knuent HE HCO6XO,[IHMO

coBepuiall,
HE3aMEJINTCIIBPHO O6paTI/ITBCH K COTPYOHHUKY

Komnanun.

4.5. Ilpu ytpare (rmotepe, XUILIECHUN)
Knuentom ycTpoiicTBa, € HCIOJIB30BaHUEM
KOTOpPOTO UM COBEpUIAIUCEH JEHCTBUS B LENAX
OCYUIECTBIIEHUsT  (DMHAHCOBBIX  OIepalui,
HEOOXOIUMO HEMEUIEHHO O0OpaTHUTBhCS K
CMCHBI

corpynuuky  Kommanmmum s

I/II[eHTI/I(bI/IKaHPIOHHBIX KJIMC€HTAa

JTAHHBIX
(xJ1H0YH, TIOTUHEL, TTAPOJIU U T.I1) U OJIOKUPOBKH

HCIIOJIb30BAHHUEM

Joctynma B CHCTEMY C

CTapbIX UACHTU()HUKALUOHHBIX JaHHBIX.

4.3 It is recommended to restrict
physical access to a computer or other device,
which the Client uses for the purpose of

financial transactions execution.

4.4. In case the Client receives a
system notice or otherwise detects in the
system transactions which were not
performed by the Client, it is necessary to
representative

contact Company’s

immediately.

4.5. In case of loss (incl. theft) of the
computer equipment which is used by Client
to perform actions for execution of financial
transactions it 1is necessary to contact
Company’s representative immediately to
change identification data of the Client (keys,
logins, passwords, etc.) and to block the
access to the system with use of old

identification data.



